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IIPABHJIA
32 Ge30NaCHOCT HA JCHATA ¥ yYeHuuuTe B
KOMIIOTHPHATA MPEKA B ACTCKATA IPAAMHA, YHHIHIICTO H B HHTEPHET

Tesu npasuaa ca pazpaborenn or [bpKRasHara areHius 3a 3aKpujia Ha 1€TeT0, B
naprusoperso ¢ laasua jupekums ,bBopba ¢ oprammimpanara npecrsnnoct”,
Haunmonasen uenrsp 3a Oezonacen murepner, Muuucrepcrso Ha 00pa3oBaHHETO M
naykara, Pernonaano ynpasicuue wa obpazosannero — Codusi-rpaj, pbKoBOJAHTEH HA
obpasosare;anu nHeTHTYUHH 01 Chio3a Ha paborogare/inre B CHCTEMATA HA HAPOAHATA
npocsera B buarapus, Capyikennero Ha JMpekTopuTe B cpeaHoTo obpaszosanue na P
buarapus.

Ilesmrre na npasuiara ca j1a ce:

. rapasTHpa NpaBoTO HA JETETO/YHMEeHHIMTE HA J0CThII 10 HOAX0ASINA
HHQOPMALHS H MATEPHAIH B MPERATA;

. OCHIIECTBH NPEBCHLMS H CHHTEIMPA HA €1HO0 MscTo HHpopMaumsTa 32
ONACHOCTHTE B HHTEpPHET;

. NPeAOCTABAT KOHKPETHH HACOKH 3a 3AKpH/Ja Ha jerero H HeionacHo
NOBEACHUE B KOMIIOTHLPHATA MPEKA B ICTCKATA FPAJIMHA H B YUHJIMILE H B HHTEPHET;

® noA00pH KOOPAMHAUMATA MW OTTOBOPHOCTHTE HA YyHACTHHUWTES W/HIARN
BCHYKH 3AHHTEPECOBAHMN CTPAHM.

OTI‘OBOPHDCTTa 34 rapaHTHpaHe npapara Ha Jeuara v 3aliiTa Ha TEXHHUTE HHTEPeCH ¢
CIIoJcjiCHa OTrOBOPHOCT MEWY ceMeicTBOTO, ODLIECTBOTO M JAbpiKaBara, 4pes HelHHTe
OpraHd H HHCTHTYIIHH. B'prCR'H TOBA, Tain OTIrOBOPHOCT € pa3slipe/ie/icHd, KaTo T4 ce naja
HNPHOPHTCTHO Ha CEMEHCTBOTO, NO-CICHHAIHO HA POJIHTEIINTE, HACTOHHMIIUTE, [TONCYHTEIHTE
WJIH JIPDYI'HTE JIMLAd, [pH KOUTO JICTCTO € HacTaHeHo, ToraBa KoraTto ¢ buna MpeArnpHeTa MapKa
3a 3aKpH/ia 1o OTHOLEHHWE Ha HEro. Orynraiiku TpyJaoBaTa aHraxKHpaHnocT Ha poOJIMHTCIUTE, B
HAKOH OT CITYYAaHTC W TPYAHOCTHTEC, KOMTO H3IMHUTBAT B OTIJICYK/IAHCTO M BL3IIMTAHHETO HA
ACTCTO, B OCHOBONOJArailMs MeEXJAYHapoJ/eH akT 3a lipaeara Ha j1erero Kousenuusra Ha
OOH 3a lipapara Ha JETETO, KakTO U B PE/JHIA HOPMATHUBHH AKTOBE OT HAIMOHAIHOTO HH
3aKOHOJATEJICTBO, € TMOCOYEHO Kak OOIIECTBOTO, COUHAITHHTE H oﬁpa'sona're;l‘ﬂmt




MHCTHTYIMH, H JIbp)KaBaTa M3IBIHABAT T€3H CBOH OTIOBOPHOCTH 3@ OKasBaHe Ha ajeKkBarHa
NOJAKPENa Ha CEMEHCTBOTO, 32 3AKpWia HA ACTETO M 3a 3aUIMTa HA HCrOBHTC NpaBa W
HHTEPECH.

CoeraacHo Konsenumsta na OOH 3a npasara Ha JIET€TO. POAMTE/NMTE HMMAT
GPBOCTENEHHA OTIOBOPHOCT 32 OCHTYPABAHC BHCUIMTC WHTEPECH HA JETETO ja Obaar
LPBOCTENEHHO ChoOpaxkeHue. PojnTeMTe MM, CHOPE/L Ciyuas, 3aKOHHUTE HACTOHHHIIH.
NONEYHUTEIM MM JAPYIH JIMLA, 1PH KOHTO JETETO € HACTAHEHO. HOCAT OTIOBOPHOCT 3d
OTIJIEHKAAHETO W PA3BUTHETO HA JCTETO.

Jlbpxkasara, upe3 HelHUTE opranu, TpadBa Ja npenpHeMe NoAxXo/ sl CThIKK, 3a J1a
HOJAKPEIH POAMTEANTE NPH M3MBAHEHUETO HA TEXHHTE OTFOBOPHOCTH. AKO HAKOW POJMTENH
HE MOraT WM C€ 3arpy/IHABar., TO B Te3M CJIYYaW C& HAMECBAT OTrOBOPHUTE JILpiKaBHH
MHCTHTYLIMH, 33 Jla OCHIYPAT CHA3BAHETO Ha MpaBaTa Ha JCTETO W 3aJ0BOJISBAHCTO Ha
HErOBMTC HYXKIH. 3aAb/KCHHE HA [bpKaBara € OCHIypsBaHe PasBUTHETO HA MHCTHTYLHH,
sagejieHus M ycayrn. Borasm Bpn3ka poadra Ha oOpasoBarenHHTe MHCTHTYUHH €
M3KJHOYMHTEIHO BaXKHA M Kaouosa. Te Morar ja jonpuHecar 3a 06yUeHHETO W NPCBEHILMATA
HA PUCKOBETE HE CAMO HA JIeNaTa. HO M HA POAMTENIHTE. KATO 110 TO3M HAYMH MOrar jia uMar
JIBOMHa 110132 32 geuara. B Tasu nocoka HacTosMTe, NpaBuiia, JaBaT OCHOBHHM NO3HaHWA 3a
ONACHOCTHTE, KOMTO KpHE BHPTYAJTHOTO MPOCTPAHCTBO € L€/l OCHIypsiBaHe 3aKpHjara Ha
JIETETO OT BPE/IHH 3a Hero HHpopMAaLIUs, MATEPHAIIH H KOHTAKTH.

OcHOBHUMTE UPHHUMUK 33 paGoTa B KOMIIOTHPHATA Mpeka B JIeTCKAa rpajuHa u
YUHIMIIE H B HHTEPHET ca:

1. PaBeH 10OCTHIT HA BCHYKH JeUa ¥ YHSHHLIN:

2. 3BammTa Ha Je1aTa v YUeHHIIHTE OT BPEAHO WK HE3aKOHHO ChAbPKAHNE W
HHpOpMAILHS KATO: CAMOHApaHABaHEe, ThPrOBUA C HAPKOTHIM, Xa3apt, nponaradjupaHe Ha
BPEIHH M OTIACHM HABHIIM M JICHCTBUS KaTo anopekcus, Oyiumus, nopuorpadus, Tojiepupane
Ha pasauuHu (GOpPMH HA HACHIIME, [TPOIOBS/BAHE HA TEPOPHILM, €THHYECKA M PEIMIHO3HA
HETOJIEPaHTHOCT, CAMOYOHHCTBO M JIp.:

3. 3aunrase M 3aUIHTA HA IMYHATA HEIIPUKOCHOBCHOCT:

4. lloaroToBKa ¥ KOHTPOJ Ha Jelara ¥ yHMeHHIMTE 3a 6E301acH0 U OTIOBOPHO
[IOBECHHE OHJIAMNH;

5. CuTpyAHMYECTBO B YX HA TONCPAHTHOCT W JIOOPOHAMCPECHOCT MEMK/LY JeTCKATa

rPaJIHHA/Y YHIIHLLIETO M POAHTEIHTE/HACTOMHHLIHTE.

Kommorepuara wmpexka B JIeTCKa Trpajnna W yuuavme ce  M3noassa B
Me/IarorHYeCKUTe CHTYaUHH ¥ yyeOHH YacoBe caMo 3a oOpasosareanm nean. [lsnara mpexa
o0XBallla KOMITIOTPUTE, CBbp3aHy ¢ Kabeiuu W/uam OeHKHYHM BPb3KH. CHTYHpPaHH B
KOMIIOThPHHTE KAOHHETH., 0DOPY/IBAHK KIACHH CTAM W AJIMHHHCTPATUBHUTE OMCUICHUS Ha
obpaszoBaTesHaTa HHCTHTYIIHSA, KAKTO M yCTpoiicTBata (nepcoHaiinn eMaprToun, 1anTtonu u
TabseTn) ¢ 6e3KUIEH J0CTHN JIO HHTEPHET.

Jlenara u yMeHHuUMTe UMAT [1PABO Ha:

. Pasen noctsn 10 mpexara Ha obpazoBaresinaTta HHCTHTYIHS, ¢ H3KIIOYEHHE Ha
KOMITIOTPUTE B QJAMHHHCTPATHBHHUTE HOMCIICHHS.

2. Pabora ¢ ycrpoiicTBata (KOMIIOTPH, JanToinu 1 TabieTn) B Mpexkara ¢
oAKpenara Ha nearorMyeckn CreuHaineT.

3. OGyuenue 3a 6€30MacHO ¥ OTIOBOPHO 110BE/IeHHE B MpexkaTa Ha oOpasorarennatra
HHCTHTYIIHS H B HHTEPHET.

4. Hndopmauns 3a npasuiara 3a padora B Mpekata.

5. Curypna undposa cpeia B 1eTCKaTa Ipajnna 1 yHHIRILETO.

6. Tlonsgane Ha MODMIIHHTE CH YCTPOHCTBA M3BLH yueOHuUs nporlec (oYHBKaTa u
MEK/yHacHaTa), a NpH M3PHUHO YKa3aHWe Ha yuuTel — M B yueOHHUs uac/megaroruveckara
CHTYallMs 3a ueinuTe Ha yueOHus npouec.



BAJKHO! [lpasunara 3a 6e3onacua pabota B HHTEPHET, KOMTO J€HATa U YYCHHIUTE
ca 3aIL/DKEHH J1a Crassart, ce NOCTABAT Ha BHJIHO MACTO B obpazoBaresiHaTa MHCTUTYIHS,
KaKTO ¥ B KOMIIIOTbPHHTE KaOMHETH, TaKka W Ha caiTa Ha jJcTcKara rpaauna/yunivmero. B
Ha4ajlo0TO Ha y4weOHAaTa roOAMHA 10 TNOAXOAALl HAYHH BCHYKM JICA M TEXHHTE
poauTenn/nacTolHuuM/noneyTeM  ce  3anozdasar ¢ TaX. lleparosure  nepuoamuno
HANOMHAT 3a TAX M 34 CUTYPHOCTTA B HHTEPHET B NOAXOAAUH (POPMH K JICHHOCTH, B KOUTO ce
BKJIOUBAT JICUATa/YYCHHILHTE W POJNTEIHTE UM.

Yacer I. OrroBoprocTi HA PLKOBOJAHTEHTE HA 00pazoBaTe/IHHTE HHCTHTYLHH,
Ha npodecuonanucrure, paboremn ¢ aeua H ¢ HHGOPMALHOHHO-KOMYHHKAUHOHHH
rexnonoran (MKT)

JluperTopbT Ha ACTCKATA I'PAIMHA/Y HHINLIETO!

1. Oprasuasupa gefHoCTTa 110 HITLIHEHHETO 14 TE3H [IPABHIIA, H OCHI'YPSBA J0CThII
J0 KOMINOTHPHATA Mpeka, ePeKTHBEH M 1I0CTOSHEH KOHTPOJ. IUIAHMPAHETO Ha MEPKM 110
OpraHM3alMgTa 3a Crnas’BaHe Ha rnpasuiara 3a padorara Ha jlenara U YHCHHIIHTE B Mpexkara v
3aUMTA OT BPEJAHO MJIM HE3aKOHHO Ch/IbPIKAHUE B MHTEPHET.

2. Ocurypsisa 1p1 TEXHHYUECKAa BBIMOKHOCT Npociespane Ha Tpaduka,
OCBILECTBABAH YPe3 Mpexara Ha odpasoBaresiHaTa HHCTHTYLLUA.

3. [Tlpu koncTaTHpane Ha cliyyan Ha KHOEPTOPMO2, HEZAKOHHO Ch/IbpKAHME U
NnoBeJeHHEe B Mpexara Ha oOpasoBare/iHaTa MHCTUTYUMS W/WIM B MHTEPHET YBejoMsBsa
He3abaBHO KomnerentHure oprann  —  Jlupexums . Coumanno noanomarase™. o
Mectonpebupasane Ha aereto u [1aBna aupekus bopOa ¢ opranuiupanara npecTunHoct .
crieuuanu3npanusaT oriaen , JKubepnpecrsinocr™ na MBP. B 1e3u ciyyau okasga HYXKHOTO
CHACHCTBHE HA KOMICTEHTHMTE OpPraHH ¢ e/l YCTAaHOBSBaHE Ha H3BLPLIMTENNTE M
lpealnprHemMa MEpPKH 3a MPOTHBOJACHCTBHE M NpeMaxBaHe Ha CHOTBETHOTO ChAbpKaHue Of
Mpekara Ha oOpasoBarennara MHCTHTYIMS. Moxe /1a nojy4aBa M KOHCYITAHTCKA NTOMOIIL OT
Haumonanuus neHTsbp 3a 6e30naceH HHTEPHET.

4. Opranu3npa B HA4aJI0TO HA BCsKa yueOHa rojiMHa 3ano3Hasase Ha jeuara u
YUCHHIMTE W POAMTENRTE/HACTORHMUIMTE C paBuIiaTa 3a Gesonacna padoTa B Mpexara.

5. OcurypsBa OTTOBOPHO JHIE (CITYXKHTE/ HIH HACT BHHIICH CHCUHATHCT), KOCTO J1a
U3NLIHABA Py HKIMHTE HA CHCTEMEH AMHHHCTPATOP.

Yuureanre, nearorua4ecKnre CleHaAHCTH H PhKOBOMTEINTE 110 HANPABICHHE
HKT ca juisxun ja: '

1. PasschsBar npasuiara 3a 6€30NacHO U OTTOBOPHO NOBE/ICHHE 11PH paboTa B
Mpekara Ha oOpa3oBaTesiHaTa HHCTHTYLIHS H B HHTEPHET.

2. OcbliecTBABAT HOCTOSHHO HAGMOACHHE U KOHTPOII BPXY paboTara Ha Jenara u
YUCHHLMTE B MpeKaTa Ha 00pa3zoBaTe/IHATA HHCTHTYLIMA B yueOHO Bpeme.

3. Illpeanpuemar HezabaBHH MEPKH 3a [IPEYCTAHOBSBAHE HA JIOCTLIIA HA JleHaTa U
YUCHHLIUTE JI0 HE3AKOHHO M BPEIHO ChAbLPKAHHE B MpekKara.

4. VYsenomsasar HezabaBHO AMPEKTOPA Ha JACTCKATa rpajMHa/yuHIHILCTO PH
HapyliaBaHe Ha NMNpaBMjaTa, cay4ad Ha KUOepTOPMO3 WK NPH YCTAHOBABAHE HA HE3AKOHHO H
BPE/IHO ChALPKAHHE HIIK IOBE/ICHHE B MpeKaTa.

5. Oxassar nojikpena xa Jeta u y4eHuim — o0exT Ha KubepropMos. upes
IbPBOHAYAIHA [ICHXOJOIHYECKa MMOAKPena OT YYWIHILHHA [CHXO0I0r, Ype3 pasroBop OT
CTpaHa Ha NeJaror B JieTekara rpa/inHa 3a CHHKaBaHe Ha HalpeKeHHeTo y JeTeTo.

6. Curnammsupar npu neodbxoaumoct Jlupexkums .,Colmanto noanoMarase™ no
MECTOXKMBECHE Ha JCTETO/yueHHKAa C 1€/l OLICHSBAHE HA HYXKJIATa OT HACOYBAHE KbM
COLMAJIHM YCIIYTH 32 OKa3BaHe Ha 110C/Ie/Balua noaxkpena.




CHCTeMHHAT aJMHHHCTPATOP (CayXkuTes B 00pa3oBATE/IHATA MHCTUTYIIHA HIH HAET
BLHILEH ClIEUHANIMCT):

1. Ocwurypsisa obuiara 6e30nacHOCT 1 (DY HKUHOHAIHOCT Ha MpeKara.

2. Tlpeanara u npujara MCPKH, OrpaHuHaBally J0CThIA HA JCUATd U YHCHHIMTE JIO
BPEAHO MJIM HE3aKOHHO ChIbpPAKAHHE M [OBEJCHHE B MHTCPHET B CLOTBETCTBHC C
nefcTBalmoTo 3akonoaaresctso na Penybanka buiarapus.

3. MU3sbpiusa nepHoAMHEH Nperiie/l Ha KOMIIOThPHATA Mpeska Ha oOpasoBare/iHara
MHCTHTYLIMS 33 HAAMYMMC HA BBHIMOKHH 3aIIaXH W PUCKOBE 3a CHIYPHOCTTAa Ha acuara
YYCHHLMTE 1IpH paboTa B UHTEPHET.

4. Cnenu tpaduka, ochIIECTBIBAH YPe3 KOMMIOTLPHATA Mpexka Ha odpasosareiHara
HHCTHTY LM,

5. Tlpeanpuema nezabaBHH MEPKH 3a IIpeyCTaHOBABAlNE HA /IOCTHIIA HA AcLaTa H
VUEHHLIMTE JI0 HE3aKOHHO U BPEHO Ch/IBPIKAHUE B MpexkaTa.

6. VYsenomsiBa He3abaBHO AMPEKTOPA HA ACTCKATA TPA/InHA/YHNIHIIETO HIPH Clyyian
Ha KHOEPTOpPMO3, HApYLIABAHC HaA NpaBWIaTa WIH T1PH YCTAHOBABAHC HA HC3AKOHHO
Ch/AbPIKaHNE WK NOBECHHE B MpekKaTa. .

7. CwsaeiicTBa 3a yCTaHOBABaHE Ha mm,pwwreuu Ha KWOepTOPMO3 K IpHJIAra MEepKH
3a OrpanuyaBane Ha TAKUBA ClIyYau.

Yacr I1. Mpasa u oTropopHocTy ua pogurenure’

Poamresmre nmar npago ja:

1. Tloayuasar undopmaius 3a puckoBeTe 1 3aniaxure a 6e30nacHocTTa Ha
TEXHHTE Jlela pu pabora B MHTCPHET B JeTCKaTa I'PajinHa/yYHIRINETO W BKbLUIH.

2. bwaar ceoeBpeMenno HHGOPMHUPAHH, aKO JATETO UM € 00EKT HA KHOEPTOPMO3 B
JieTeKaTa rpajanHaly YHIHILETO.

3. VYwyacTsar ChBMECTHO C PHKOBOJCTBOTO Ha oOpa3oBare/iHara HHCTUTY M 1PH
paspeliaBaHe Ha BCEKH KOHKpeTeH 1pobiiem, CBbp3aH ¢ HapyluaBane Ha npasujiaTa oT CTpaHa
HA TEXHHUTE Jlena.

4. VYwuacrsar CbC CBOH IPE/UIOKEHHS B ONPEACISHETO HA NIPABHIATA U MEPKHTE 32
Oesz0nacHo M3NOA3BAHE HA HHTEPHET B JIETCKATA rpaiuHa/y YHIAMILETO.

5. Tonyuar undopmanus 3a HHPOPMALHOHHO-CHIHAITH3AIIMOHHK M1aT(POPMHU KaTO
www.gdbop.bg: www.cybercrime.bg: www.spasidete.com: www.safenet.bg:
www.facebook.com/bgeybererime.

Poamreaure HOCHT OTFOBOPHOCT J1a:

1. TloMornar Ha ieTeTo cH Jia u3rpajn yMeHnus 3a onnaiin obulysase u 6e30nacHo
M3N0/3BAHE Ha HHTEPHET.,

2. OcsbluecTBsaBar NOCTOAHEH KOHTPO/! 3a CHI'YPHOCTTA HA JICTETO CH B HHTEPHET.

3. [lposssasar uHrepec KbM aKTHBHOCTTA HA JICTETO CH B MPEKaATa. BKIOYUTEIHO U
Cb3/laBaHETO HA NPOQHIH B COUMAIHH MPEKH H PErHCTpAllMd B cailtoBe M MOOWIHH
UPHIOKEHUS, KAKTO M @ PasfiCHAT [OCHE/ACTBHATA OT  Cb3JaBaHETO  W/uiu
pasrpoCTPAHEHHETO HaA ONPELENIEHO ChIbPKaHHE,

4. Ilpu ycranoBsisaHe, 4e JICTETO UM € JKepTBa Ha KHOEPTOPMO3, 14 CHIHAIIM3MPAT Ha
oraen Kubepnpecrsnuocer™ kbm | nasua aupexuus .,bopba ¢ opranuiupanara npecrsinoct”
(http://www.cybercrime.bg/bg). HIIH Lenrobpa 3a besonacen HHTEpHET
(https://www.safenet.bg/), kakTo H Morar za noTepear cwiaehcraue ot Jlupexuus ..Connannio
noanoMarase™ 10 MeCTOXKMBECHE Ha JIETETO € HeJl OKa3BaHe Ha MCHXOJIONHYECKa 10/Kpena




Ha sereto. B Tosu ciyuaii TpsOBa na yBeAoMsT M JMpPeKTOpa Ha obpasoBareinHara
HHCTHTYL{HS.

5. CouXpaHsBat 3ApaBeTo Ha JETETO, KATO NPOC/IE/IABAT BPEMETO 38 U3110J13BaHe Ha
UHTEPHET,

6. YBeaoMmaT AMpeKTOpa Ha oOpazosaTeiaHaTa MHHCTHTYIIHA, KOraTo HM CTaHe
H3BECTHO, Y€ JETETO MM € OOeKT Ha TOPMO3 OT JIPYro JIETe, ¢ KOETO € B €AHO M ChLIO
YUHITHLIE.

Yacr III. O6mm npasnia 3a GesomacHo obmysBaHe B HHTEpHET 3a JeHara M
YHCHHIHTE (aJanTHPAHY 34 THX)

Karo sgere m yueHMK CbM JUTBKEH Jla clnassaM cieiHuTe npasuia. Ako ce
3aTPy/IHABAM B TAXHOTO pasbupane, MOra jia nojiyua no,rucpcna OT POJANTE]1 HIH OT YUHTEl, 3a
sia My Objar obsicHenn:

1. Jla ne nasam auunHa wHdopmanus: UMe, ajapec, naposaa oT eJ1eKTPOHHA 1101,
npodui B counanHa Mpexa, JH4eH TeiredoHCH HOMEp, JeTckara rpajnHa/yquuInieTo, B
KOETO y4a.

2. Jla ve napam uHpopmaLus 3a Mectopaborara Hian JuucH v ciykeben reneoneH
HOMEP HA POJUTENUTE, HACTOHHUIMTE, OIHIKUTE, MPUATEIUTE, ChYYCHHIUTE U 103HATHTE CH
Oe3 TAXHO pa3spelleHue.

3. Jla He u3npalam M Jla He KauBam OHJAlH CBOM CHUMKM W BHJ1ea, O6e3 npen Tosa
J1a € 0DCHAECHO U B3ETO PELICHUE C POJANTENHTE MM,

4. Jla He u3npaiam u jla He KauBaMm OHJIalH CHUMKH W BHJICa HA NPHATENIH,
ChYYEHHUIH, POAHUHK, yunTenu, OIM3KH, NO3HATH 1 JIp., 6e3 npejin ToBa j1a € 00CHEHO ¢ TAX.
a B CllyvauTe, KOraTo ¢e Kacae 3a MOM [PHATEIH, ChYUYCHMIH, Jla ¢ ChIVIACYBAHO OT TAXHA
CTPaHa ¥ C POJIUTEIHTE HM.

5. Jla 5e OTrOBapsM M J1a HE OTRapaM npukadeny (aiiiiose Ha eACKTPOHHE oA,
nojlyuyeHa oT HenosHar nojarein. Td MoXe jia chibpikKa BHPYC MM JIpyra 310BpejHa
nporpama, KosiTo Aa yBpeAH KommoThpa/tenedona/tabnera wim jla ro HanpaBH ya3BHM 3a
BBHIIICH JIOCTBII.

6. llle ce mocsBETBAM C POAMTEIINTE CH/YHHTEIL, NPE/IK J1a CBAJIS WM HHCTAIMpaAM
HOBa NporpaMa/[IpHJIcKEHHE HA KOMITIOTHD, Tenedon, TabsieT. KakTo ¥ He [1PaBs HULILO, KOCTO
MOXKE Jla YBPEAH KOMITIOThpa HIIH qpcr; JICHO JCHCTBHE /1a e pasKpHAT JAHHH 3a MEH M
CeMEHCTBOTO MH.

7. Hemara, konTo npass B uurepHeT. He TPAOBA Ja BPEAAT HA APYTM XOpa WK j1a
MPOTUBOPEHAT HA YCTAHOBEHHUTE NMpaBuIa (YacT OT THX Ca ype/ICHH B 3aKOHH).

8. H3secTHo MM e, ye € 3a0paHeHO Jia ce H3IM0I3Ba YYK/I0 MOTPEOHTEICKO HME,
1apoJia ¥ eJIeKTPOHHA 1oL,

9. Jla He nuina M J1a HE KauBaM HHUIIO, KOCTO MOXKE /1a € OOMIHO MIH YHH3HTENHO 3a
MEH WJIM 3a IPYTH XOopa.

10. Hezabasno undopmupam Bb3pacten (pojiuTe, YUHTEN, JIMPEKTop,

NEAArOrHYeCKH ChBETHUK), KOI'ATO 10I1aAHA HA MATEPHAIM, KOMTO ME KapaT Jla ce 4yBCTBam
HEYI00HO WM Ha MaTepHali € BPE/HO WM HE3AKOHHO Ch/IbPIKAHHE., KOCTO MOXKE ja Gbae
nopHorpadus, NPONOBAABAHE HAa HACHIME W TEPOPHILM, CTHHYCCKA M pPEIHIHO3Ha
HETOJAEPAHTHOCT, ThProBHS ¢ HAPKOTHILM, Xa3apT H JIp.

11. Jla ne orrosapsam Ha ChOOIIEHUA, KOUTO ca OOHJIHH, 3aNIaIIHTC/IHH, HEIIPHIHYHH
MAM Me Kapar Jjga ce wuysBcTBam Heynobno. Hudopmupam pojuresnure cH/KnacHus




PBROBOANTEI, YYHTE, AUPEKTOP, NEAArOTHYCCKH ChBETHUK 32 TAKWBA CLOOIICHNS.

12. Ako HAKO# Me 00MK/1a I TOPMO3W OHJIAlH, He oTroBapsM. Jlokiaasam ro Ha
OTrOBOPEH Bb3pacTeH (PONTEN, YYHTEI. JAHPEKTOP. NeJarorniyecku chbBEeTHHK). Mora u cam
Aa JIOKJaABaM, KaTto [ojam CHrHajl Ha camMus CcaiT MM Ha [IOCOMCHHTC ajpecu:
www.gdbop.bg: www.cvbercrime.bg: www.spasidete.com:
www. facebook.com/bgeybercrime: www.safenet.bg u ro Gaokupam. JloGpe e na nanpass
Be/lHara eKpaHHa CHMMKa (CKPHHHIIOT) HA CLOTBETHHS Pa3slOBOP MM ChAbLPKAHHC KaTO
CJICKTPOHHO JIOKA3ATE/ICTBO, KOETO [PE/laBaM HAa OTrOBOPEH Bh3IPAcTCH (PO/MTENL. YuMTEll.
JIHPEKTOP, NEeAarorH4yecku ChbBETHUK).

13. Buumasawm, koraro pazrosapsm B uar. [lomus npasuio Nel: e xopara onjain ve
BHHAI'M Ca Te3W, 3@ KOWTO C€ MPEJICTaBIT W MOraT ja TBPCAT onpeae/ieHa uHdopmaius. ¢
KOATO J1a 3oynotpedsT ¢ Men wan ¢ apyrute xopa. lipasnino Ne2 e we ne npansi nmuo na
APYI HOBEK B MpeKaTa, KOeTo HE HCKaM JIa MU Ce CJIYYH H Ha MCH.

14. Ako ce cityun ja nonajHa Ha HHQopMallus wid Jpyro chiabpkanue B Mpexara,
KOETO HE MH XapecBa WIH M€ IUIAlM [0 HAKAKBB HAuMH. MOra Ja 1ojaMm CHIHaj Ha
AeHoHouinara u OesrnatHa Haumonannara rteiedonna auuus 3a geua 116 111, na oraen
Kubeprnpecrsnnocer™ na I'JIBOIT (http://www.cybercrime.bg/bg). na [lenrspa 3a 6ezonacen
HHTEpHeT Ha ajapec: www.safenet.bg, win Ha rexuus renedon 124 123, nin npes yar-moaya
na www.safenet.bg .

15. TpsaGa na He npuemMam CpeLLy ¢ JIHLE, C KOUTO ChbM CE 3all03Hal/a B HHTepHET,
OCBCH CJIe/l ChIVIacHeTo Ha poaurtenurTe MHU. [ToMHA, ye Xopara. ¢ KOMTO ce 3arno3HaBam
OHJIaiiH, HE BHHATW Ca Te3M, 3a KOWTO ce npejacTaBat. OnuTBamM ce BMHATM Jla [POBEpABAM
A HOBEKBT OTCPELIA HAUCTHHA € TO3M, 34 KOroTo Cce npeictaBs 4upes [poBepKa 1o ume,
MMEHJI, CHAMKA W KOHTPOJIEH BBIPOC, Ha KOWTO OM TpsdBaio Ja 3Hae OTroBopa, ako e
HauCcTHHA TO3M. [IpH ChbMHEHHE MOKE J1a NOJaM CHIHAI MM JIa NOTHPCS ChBET 1pe3 caira na
[lenTbpa 3a Gezonacen uuTepHeT www.safenet.bg,

16. Msnonssam nacrpoiiknre 3a 6e30NacHOCT W 3a1IMTATa HA JIMYHATE JlalnK Ha
COIIMAJIHHTE MPEXKH, MOOHJIHMTE NPHIIOKECHHA U Opay3bpHTe.

17. U3nomsam pyukumsra 3a 6ezonacHo cxpdupane. [la He noceuasam caitose B
MHTEPHET, KOWTO €a ChC ChALPKAHNE, HENMOIXOALLIO 32 JISTCKA ay AHTOPHS.

18. M3non3sam TpyaHM (AbJIrH, C IIIABHH U MAIKH OYKBH, IIMOPH U CNICIMATHH
3HALM) M Pa3IMYHHU 33 BCEKYU CaHT MapoJiu.

19. U3nonssam aHTHBHPYCHA 11POrpaMa, KoATO clieBa PeloBHO e ce OOHOBSIBA.
3aeH0 ¢ OTrOBOPHHMTE BL3PACTHH (POAMTEN, YUHTE], JUPEKTOP), MOJUTHPKAM MOCIEAHUTE
aKTyaH3upany BEPCHH HA BCHYKH ITPOIPAMH M IIPHIIOIKCHUS.

20. Axo nosnssam 00uM KOMITIOTPH, BHHArH IIPOBEPSARAM JIA/TH CHM H3JIA3BI/M3I532
oT npoduia cu, cne Kato cBbpIIM Yaca. B ciyuail, ye nameps yCTpolCTBO, HA KOCTO JApyr
YHCHHK € paboTuil, HO HE ¢ 3aTBOpUII npodmia cu. BeHara we u3igia 6e3 aa npernexam,
NPOMEHAM WK 100aBsiM nHpopMatms B ripoduiia My.

21. TpabGsa aa umam npejiBui, Ye Korato nyOJiHKyBamM HEBApHA W U30naveHa
uH(popMalHA 3a JIpYT HOBEK. JOPH € SCHATA MUCHII, Y€ TOBA € LIIera. TOBA MOXKE J1a JI0Be/Ie /10
310y10Tpeda ¥ 10 HENPUATHN TIPEKUBSBAHKS 32 TOIM YOBEK.

CBHBETH 3A 3IPABETO

3a na pa601'u're Ha KOMITKOTBP, 0e3 na YBpEJIUTE CBOCTO 3/IpaBe, peuynaﬁ BpeMETO CH B
OHJIAMH H 0¢nal‘in cpejia, Karo cnassaiTe cliiejiHure lpapuia:

3A IA HE YBPEJIUTE 3PEHHUETO CH:



3a aa He YBpeaUTe IPEHHETO CH:
v\ pa3zCTOSHMETO MENKJY OYHTE U MOHHTOpa TPAORa J1a ObJIC OKOJIO MOJOBHH METHP:

PA3CTOSHHETO MEXKJLYy OUMTE H KJaBHaTypara jia ob/1e OKOI0 MONOBHH METHP:
BbPXY MOHHTOpA He TPAOBA j1a nonaja npska cbH4YeBa CBETIHHA;
e paboTH B CTas, KbAETO HMA CMECEHA CBETIIMHA — CIIBHYEBA M H3KYCTBEHA:

BPEJIHO 32 OMMTE €, aKO 3aJi MOHHTOpA Aa uMa nposopell 6e3 1opK 1 3aBecy;

S 5% % BROXK

3a Ja OTIOYHBAT OYMTE, OT BPEMC HA BpeMc OTMECTBaHTE mnorjaeja OT MOHHTOpA H
MOrJAeKAai npes npo3opena WK KbM Hail-JlajicuHns Kpai Ha crasTa BbpXy JajieueH odexT:

v eIMH 1T B FOJIMHATA 1POBEPSBAit 3PEHHETO CH 1IPH OYEH Jiekap (odranamoror).

[1pu pabora ¢ knaBuarypara:
v He nperbBail KHTKAaTd, KOrato muinel;

v' crbBail JIEKO NPBLCTHTE HA PbKaTa M OTIIYCKai najsena:

v .1106]36 € Jia U3noJassalll KiasHarypa ¢ KJasulH, KOHTO €a nojl JIEK HAK/IOH.

IMpu pabora ¢ MuIKa:

v Muiikara Tps6sa Ja Obje ¢ pazmepa Ha JUlaHTa;

v HE JIBHXKH MHLIKATa CaMO € MaJIClla 0 MAJIKHSI PBCT:

v roJ13Bai NoAX0AM1IA NMOUI0KKA 3a MULLIKATA.

Mebeanre

v cronsT TpAGBa ga Onje Ha KOJEIA, C peryJupyeMa BHCOYMHA Ha cejankara M

obaerajkara, KosTo Tps0Ba Jla OCHIYpPH 0110pa Ha IrpbOHauHUS CTHI0 B 00J1aCTTa HA KPbCTA:

v O1opoTo TpsdBa Aa Obie cTabuIHO U YCTOHYNBO HA BUOpaILMH.



CXEMA 3A YBEJIOMSIBAHE B CJIYYAH HA KHBEPTOPMO3

Cueremen aaMuuueTpaTop Vyuren, Be3NUTATEN,
(CIY)KHTE MJIH BBHLICH PBKOBOJIHTEN
CHELHAINCT) nanpasienne UKT,
JIMPEKTOP. NEAarorHIeckKn
CleHaINCT Poauren,
HACTOHHHK,

HoneuuTel. JApyr
1oJ1aratl rpuxH

3a JETETO

Hupekrop

v

r — Jlvpexius

Otaen KuGepripecrsiinoct™ ..CO!{HELTIHO N
www.cybercrime.bg " Smmearae

test. na LlenTop 3a
Oezonacen HuTepHer
124 123
www.safenet.bg
HaumonaiiHa tein. anHus 3a

\ nena 116 111 /

KPATHBK PEYHHUK U JOITBJIHUTEJIHU CbBETH:

KAYBAHE H CIIOAEJISIHE HA CHUMKH — CHHMKH WIH BHJICO HA JICTE, YUCHHK.
POJIHTEIL, YHMTE1, AMPEKTOP. NCHXOJIOr, pecypceH yuuTel, O/AM3KH. NPUATEIN, 103HATH MK
HEMO3HATH AHHa ca nyOJIHYHO J0CTBLIHN H300paXeHHs B HHTCPHET, KOMTO MOIaT Jia ca KayeHu
OT POJMTENUTE MK JPYI'H WICHOBE HA CEMEHCTBOTO, [IPHATEIN, ChYYCHHIIM H Ap. Te3n, kouTo
ca I'M CHOACMWIM/KAYWIH B HHTEPHET, MOJKE Jla HMaT H3LAI0 JI00pH HAMEPEHUS KbM HEro/Hes.
Korato ce kacae 3a CHUMKH. HA KOMTO HE CT€ aBrop, ChIUWTE HE MOrar jia Obaar 1moj3BaHu u
nonyaspusupann 6e3 cbriacueTo Ha TexHus amrop. o TakoBa chiabpKanuwe moxke Ja
HAKbPHABA JIMYHOCTTA H JIOCTOHHCTBOTO Ha JiueTo. [TpenopuyuTesHO ¢ 10 HUKAKBB N0BOJL /4
HE Ce KayBaT CHMMKHM Ha JIETE, 3a KOMTO MMa W Haii-MaIKOTO CbMHEHHME, 4€ Morar jila my
HaspeasT ¥ Oe3 Heroso cbriacue. CrnofensHeTo Ha CHAMKH € YECTO CPCLaHO sBICHME B
CONMATHNTE MPEXKH, 3aTOBA OCHOBHA MPENOPBKA € 110J100HH CHHMKH Jla C¢ CNOJACAT camo ¢
Xopara OT CNHCbhKa C NPUATEIH HA YOBeKa, KOMTO MCKa Ja Kayn CHUMKaTa, W oule no-jodpe —
camo ¢ rpynara Ha Hai-0JH3KH NpUATEIN OT peanHus KuBOT. Baxno e, Kkoraro ce cHuma che
cMapT(oH, Ja ce yBepHTe, Y€ CHUMKHTE HC ¢ Ka4BaT aBTOMATHYHO B Npodniia Ha poAuTens Wi



nereto B caiitoBe karo Mucrarpam nanpumep. B npoduimnre cu B connainure Mpexu tpsadsa ja
CT€ CHIYPHH, Y€ CTe HACTPOWIM JOCTBMA [0 CHHMKHTE CH Taka, ¢ /ja € BMKAAT camo oT
npusiteaure Bu. Cuumoro ce oTHacs M 3a nacTpoikure na objavHu yCayru, B KOHTO c¢
Ch/bPKAT CHAMKH M uH(popMauns.

GOAJIIUBH HOBHUHMU - Co3narenute Ha Gaaiinsl HOBUHHM H3II013BAT TPAAHIMOHHH
MEMHHH TOXBATH 34 [TPUBJIHYAHC BHUMAHHETO Ha “HATATENA, HAllpUMeEp  1POBOKHPALIH
3ar7aBus, HO YCHSBAT ja ro 3abiaysT W jla 'O HAKapaT ja 110BSpBa, Y€ MHPOpMAIMaTa. KOSTO
HeTe, € HCTHHCKA.

Kak 1a paino3naem pammusure HOBHHN:

e [lpaBere pasiauka Mexkay XyMOPHCTHYHH W CEPHO3HHM HOBHHAPCKH caiiToBe. anuraiite ce —
1103HaBaTe M MEAMsiTa U umare oM u josepue? Tlposepere Jaiu 3arjiaBHETO, KOCTO HECTO €
IPBMKO H MOMIIO3HO OTIOBAPS HA Ch/BPIKAHUETO HA HOBHHATA:

e [lposepere ganu KypHAIMCTHLT € MOCOYHI KOHKPETHO H3TOUHKKA Ha uHdopMmaums Hiu
uHopmanmsra ce Gasupa na japyra crarus. [lposepere aaiM OCHOBHUAT M3TOMHMK Ha
unpopmaumns e aoctoBepeH. Bunaru nornexaaite HaMan0TO MM Kpas Ha CTaTHATa, KbIACTO
ODMKHOBEHO € 1NOCOoYeH W3TOMHMKBT Ha MHpOpMauMs. AKo ce kacae 3a uHpOpMalUsd, KOATO
MPOH3/IH3A OT AbPXKABHA MHCTHTYIMS, NpoBepere oduumainaTa W cTpaHuna gamu QGurypupa
Ta3W HOBMHA WM 1OTHPCETE CKCMEPT MO TeMarta OT JajeHara HHCTHTYLMS. AKO HE € 110CO4eH
M3TOYHHK, € PEJHO JIa ce ChbMHSBATE B JOCTOBEPHOCTTA HAa HOBMHATA. B noBeveTo 10CTOBEPHH
MaTepHain ce rnocovsa HauMHa Ha chOupawe wa mHpopMmauuaTa M asropa Ha nyOiMKaumsTa.
[IpenopbunTento e ga ce cpasin HHGOPMaUKATA, aKo € NyOJIMKyBaHa B pa3inuHy H3TOUHHUIIH,

e AKO nonajgHere Ha crarus, nybiuKyBana B HenosHar 3a sac 6sior, a UHpopMaunaTa He €
THpaXKMpaHa HUKBJIE JApyra/ie, ToBa ¢ 3HaK, Ye HOBHHATa Moxe Ou e dhamuusa. Bunaru Thpeere
M APYrM pesyiTaTd Mno Temara, a ako T¢ ¢a MajgKo MWIH HHUKakBM, no-go0pe wue
pasnpocrpausiBaiTe HoBHHATA:

e [lposepere sarara Ha nyOIMKAUMATA, Thil KATO YECTO CTAPU M HEAKTYAIHN HOBMHU CC
MyCKaT KaTo HOBH.

OHJIAMH (KMBEP)TOPMO3bT npejicrasissa W3Noa3BaHeTo HA MHTEPHET 3a
HAaHAacsHE Ha EMOLMOHAIHA BpPEa BbPXY JApYyrd xXopa. TopMo3bT B MHTEPHET MOXKE j1a uMa
pasnmuuan Gopmu. Toi MoOXKe na MHHABa Mpe3 pasipocTpaHsiBaHe Ha [OAUIPABATCIHH M
OOMTHH CHHMKH H BHICOK/JIHIOBC B CAlTOBE 3a Clioje/ane Ha BuaeochaAbpxaiue karo Vbox7
1 YouTube, cbv3nasane na gamumsu npoduin ¢ o6HAHO CHABPKAHHC B COIMAIHH MPEKH
kato Ask.fm, ®eficOyk u MucrarpaM, Kakto ¥ B ChOGIUICHHS M H300paKeHUs B NPHIIOKEHHS
3a koMmyHHKalmus karo Ckaiin u Baitbup, wan B u3npamanero Ha oOHAHH CcbOOLIEHHS H
KOMEHTApH, B ChILMTE calfTOBE M NIaTHOPMH.

KPAXKBATA HA IMPO®UI (xakuar npodu) rpeicTasispa [pUCBOSBAHETO Ha
uyk norpedurencku npodun B coumanHa mpexa, naargopma za obulyBane (Hanpumep
DeiicOyx), enekTporHa noua wuim aApyr cair. Kpaxbara craBa Bb3MOXKHA 4pe3 BIH3AHE €
MpaBuHaTa Napojia ¥ HelHara noAMAHA ¢ HOBA M HEM3BECTHA 34 YOBEKA., HA KOroTo
npuuajuiexu npopuast. BeamokHo e cnen kpakbara npopunsT jga ce winonssa 6e¢3
3HAHHETO W CHIJIACHETO HA [LPBOHAYATIHHS COOCTBEHHK. AKO HA JCTE 110/ 3abIKHTEIHATA
3a MOBEYETO COIMAIHH MPEKH Bh3pacT oT 13 rojaunu (Taiu BHIPACT € Takasa, 3aloTo 1o-
rosiMaTa HacT OT NOMYASPHH COLMATHE MPEKH Ca AMEPHKAHCKH M NIPABHIIATA 34 NOJI3BAHE Ca
chofpaseHH ¢ aMEPHKAHCKOTO 3aKOHOJATENCTBO) ce Ch3laBa cobcTBeH npodun  BbB
Peiicbyk, MHOTO € BakHO npu H3bopa Ha BB3pacT jia ce u3dbepe noj 18 roauun, Thil Karo 3a
HEMLIHOICTHUTE NOTPeOHTETH HMA BAKHW JIOTILIHHTEIHH 3aLIHTH.



KPAXKBATA HA JIMYHHU JAHHMH e B KOMITIOTBPHO [IPECTBILICHHE, ITPH KOETO
ce npuaoOuBarT 4yKAM JIMYHH JAaHHM ¢ e (pMHAHCOBA M3Mama MM 310ynorpeda karo
Tersiere oT GaHKOBa CMETKA, WM KAHAWAATCTBAHE 3a KPE/AUT OT Yyk/10 ume. Tasn onmacHocr
110 NPUHILKI HE 3acsra [0-MAIKHUTE /ICa, KOUTO HE MPUTEKABAT JAHYHH J0KYMEHTH, ODanKkoBH
cMeTkH uau kapti. Ho npu rtuitnedpkspute Haa 14-rojMiHa Bb3pacT TO3M PHCK CTasa
aKTyasieH.

OUUIMHIT ATAKHUTE ca naii-pasnpocrpatenara gopma na Murepuer nimama o
IMPOKO W3MOJA3BaH [OXBAT OT KOMMIOTHPHW TNPECTBLIIHWIM 3a [0Jy4aBaHe Ha BaXxHa
undopmanus. Tosa npecrvivienne ce Hapuda puwmdr” (.phishing” — "sapubssanc”.
npousiu3a or fishing — pubonos). 3awmoro ejnekTpoHHUTE CHODIEHHA. KOHTO Ce pasnpauiar,
ca Karo ,BBAHIM” C OCHOBHA 1€ NojyyartejuTe Ja ce ,XBaHar Ha TAX 10pajn cBOsTa
HEONHTHOCT M HEOCBEJOMEHOCT, Kato MM oTroBopst. llpu Qumira usmamuuumre
pasnpaiar eleKTPOHHA Noina, KOATO MpEereHAnpa, 4e Mu/Ba OT MOYTeHAa KOMIAaHWS W ce
onuTea Jja ybeam mnoayuareis Ja JaAe BakHAa JMuHa waM  (uHancosa uHpopmanus.
Enexrponnoto cboOuieHne OOMKHOBCHO MOIW d €€ M3NPATAT JMYHM JIaHHH M JlaHHu 3a
OaHKOBa CMeTKa B OTrOBOP MJIM Jla Ce BhBejar Ha yedcaiiT, KbM KOHTO uma Bpbika. Tesu
JIAHHM Ca HAIIPHMEP NMOTPEOHTEICKH UMEHA, [IaPOJIH U HOMEPA HA KPE/IMTHH KapTH.

KAK CE MA3APYBA BE3ONACHO B UHTEPHET? Ilpean na naszapysare o1
CNIEKTPOHEH MarasHH, € MoJie3sHo ja oObpHeTe BHUMaHHE Ha/IM4HA JH ¢ nHdopmaums 3a
uMmero, aipeca M tesedona na rThpropeua. He nponyckaiite na npoBepuTe M Jaiu
JOCTABYUKBT € MOCOYMII H3PHYHO NpaBoTo B no 3akon jla ce oTKakere oT nopbukara B
pamkure Ha 14 nuu. Ilosesno Gu Ouno pa npouerere BbB (DOPYMHTC OT3HBH OT ApYIH
NoTpeOUTEIH, KOUTO BEYE Ca MasapyBaii OT BHIIPOCHUA €ICKTPOHEH MAra3uHi, KbM KOiiTo cTe
ce nacounnn. Twproseust e jursken na Bu madopmupa 3a OCHOBHUTE XapakTepHUCTHKH Ha
BCSIKA OT NPEUIaraHuTe OT Hero ctoku W ycayru. Toil Tpabea na nocoum TaxHara leHa c
BKJIIOYEHH BCHYKH JIalbllM M TAKCH, KAKTO W CTOHHOCTTA HA MOUIECHCKHTE WKW TPAHCTIOPTHHTE
pasxo/ii, ako He ce BKJIIOYEHH B Kpaiinara uena. Ha caiira ciiensa 1a 0bjie n0COYEH HAYHHBT
Ha Muanade, 10CTaBKa W H3IIbIHEHHE Ha Jorosopa. Bawe npaso e ja BbpHere, 3aKyneHara
OT eIEKTPOHEH MarasuH CTokKa, ako ce okaxe JedekTHa. Pekramannara cu 3a jedekria croka
Clle/Ba J1a NPEIABHTE B HAKOH OT 0DeKTHTE Ha ThLProBelad, OT KOHTO CTE 5 3aKynuin. AKo
THProBeubT yBaXKH peknaMaiuara Bu, B pamkure na meceil tpadBa MiM 1@ peMOHTHpa
Oesznuiatho 3a Bac crokara uiam j1a s 3amenn ¢ Hosa. B ciyvail ye ne ycuee ja ctopu eHo oT
ABETE, Ce/BA MM /la HAMAJIM LIeHATA, WIIH JIa BhPHETe CTOKaTta, a Toi jia Bu Bb3CTaHOBM
3anjiareHara 3a Hes cyma.

SALLUTA HA KOMIMIOTHBPHUTE MPEXKH OT OINNACHA EJIEKTPOHHA NMOIIA

1. He tpabpa sa ce npossaBa HHKIIHATHRA 3a MOJyYaBaHe Ha UMCHI HCeMa, HHTepHeT
CTpaHuLM, KOHTO rpeiarat 6e3MUIaTHH WK [UIATEHH YCIYTH M CTOKH, HeCTO npejuiaraim jia
BH u3nparst npomoruu no e-mail. Otkaxere Takapa yciyra.

2. Umeiin agpecsT ce crojeis camo 1ipy nyxaa. Koraro ce npeaasa 1o €M uim
JIpYT MOBOJL, CE BHMMaBa 3a CHEIHUTE JIBE HEA: MbPBO JATH OPranH3alusiTa Wil YOBEKbT,
KOWTO I'0 MOJyYaBaT. e BH W3IpaTH HexXeslaH uMeill: Bropo, MOKE JIH Jia ce pazuuTa, ue
HMEi aapechT HaMa Jia Ob/1e ajIeH Ha TPETo Jule.

3. He ce orsapsaT umeinure B nexkenana nowa. Hukora ne ce orBapsaiiTe npukaucHu
Gaiinose B cLo0LIEHMS OT HENMO3HAT M3Mpalay. AKO He ce No3Hasa UMeTo B nojiero 01", He
oTBapsiiite npukavcHus Qaiin.

4. AKO ce MoJlyqH HEeOHaKBaHO ChOOIICHHE ChC CTpaHeH npukayen Qain ot nolnar
u3npama4, To OM MOrno aa ceabpika Bupyc. MHOro 30BpesiHM  nporpamu  ce



pa3npoCTPaHABaT 10 BCHYKH KOHTAKTH, KOUTO HAMEPST B MOLIATA HA 3apa3CHUN KOMITIOTHP.
TakuBa ChOGIEHMS YECTO UMAT CTPAHHA TEMA WK UME Ha npuKadyeHus Qain. Yecto Tosa e
HIEFOBHTO CHOOLIEHHME, HAChpUaBAIO MOJyudaTels Ja BHAM KapTHHKa HAM Ja npoyere
npukaven texcroBu (ain. Bunarm usncksaiite noTeLpaIeHME OT H3Npaliaya, 1pead aa
OTBOPHTE CLODILCHHE WK NPUKaAYeH (aiis OT TaKbB BHIL.

5. IlposepsiBa ce NBLAHOTO WMe Ha npukaycHus (ain. CKPUTHTC pasiuMpeHus OT
umero Ha Qaiiza morar aa 3abaynaT Ja OTBOpMTE 3apaseH npukaveH (aiin or umeiiia.
Bunaru ce mposepsBa Jaid MMe NPHIOKEHUETO MO0KA3BA MMBJIHOTO MME HA NpUKaveHHs
(paiin, BKIOMMTENHO pasiuMpenieTo. Bupycu u uepsen morar ja ce ChbAbpikar BbB (aiiiose,
KOMTO M3IJIEX/AT KAaTO KapTHHKH, HAmpuMep ¢ pasmpenue .jpg. Ho € Bb3MoKHO ja umat
CKPHTO pasliMpeHHe, Karto .exe win .vbs kbM uMero Ha Qaiina. koero o3navapa, ue
MpUKAYCHUAT (aiiyi He € KapTHHKA, a nporpama. Kos1o e ce CTaprHpa, uoMm ce OTBOPH
npukaveHus aii.

6. Buumasa ce ¢ QamnuuBuTe NPEAYNPENKUCHHS 32 BHPYCH. DanumMBHTEe
NpeaynpekacHus 3a Bupycu ca nisecrum kato "hoaxes”. Tosa e dpanmuupo cvobuienue, KOeTo
NojBeXkAa NnoTpeduTeNUTE a BAPRAT, Y€ Ca NOJYHHIIM BUPYC M I'M HACLPYABA /1a NPenparaT
Npeay nPekACHHETO Ha BCEKH, KOrOTO NMO3HABAT. _

7. He otsapsiite umeii, chabpkaul Hexenana pekiama. Toi moxe ja Obie
M3M0J13BaH 3a npeHacsHe na Bupycu u uepser. OT choGpakenns 3a curyproct ou Tpadsaio
Jla M3TPUBATE BCHYKH PEKJIAMHM CHLOOIICHHS OT HENO3HAT W3npaway BeaHara, 0es ja I
oTBapsTe.

8. He ce m3non3ea camo ejaua noueHcka KyTtus 3a BCHYKO. Creuuanucrvre 1o
KHOCPCHIYPHOCT MIPENOPHYBAT /14 C€ OTKPHBAT HAKOJIKO Pa3THUHH IO U Jla Ce pas3jieisT 1o
npejHazHaueHue.

9. UsGarsaiiTe CcbIIO Taka Jia [penpaware mMeMa MeAJLy HAKOJIKO BalllM MOMIEHCKH
KYTHH.

10. He e mnpenopsumrenno pga ce npenpamar MMCMa /10 HAKOJKO HOBEKa
eaHoBpemento. Ocobeno Takuea, or Tuna - "npenparere 1o 10 7 YOBEKA M 1IC BU C€ CIAYUH
Hewo XxyoaBo" wim “nomortere Ha GoAHOTO MH JIeTe, KAaTo NPEernpaTHTe TOBa MHCMO Ha MHOTO
XOpa, €M KOH CH 1ue MM Jaj¢ 3a BCeku 3 uWmeina S5 uewra, nanpumep. Tesnm nuema ce
pasnpocTpanasat ¢ 1en ChOMpane Ha JICHCTBHTCIHM HMEHJI aapecH. Tbid Karo npu
npenpaimade, KbM IHCMOTO ce J1I00aBsT aBTOMaTHYHO M aJiPECHTE Ha [IPEJAHHTE NOJyyaTeu.
Cnej HAKOIKO mpenpaiiaHus, B €IHO TaKoBa IMCMO ce chbOMpaT HAKOIKO CTOTHIM peaiiu
MMEIi azipeca, KOMTO CIE/l TOBA Ce 1pojiaBar Ha (GUPMH 3a criam.

11. Ako Bece nak Mckare Jia npenparure HIKaKbB TEKCT WK HHPOPMalMs, KOSTO cTe
NOJYYHIIH, KONHpaHTe TEKCTa M Fo H3nparere Karo HoBo nucMo. He npenpamaiite npejnoro,
BBIIPEKH Y€ € NPUMAMIIHBO 110-J1ecH0. Taka e npeanasure npuATeIUTe CH OT ObIel criam.

12. Ako nopaau HSKakBa NMpHYHHA JbPKMTE A NPEIPATHTE OPUTHHAIIHOTO IHCMO,
cnoxere aapeca B8 BCC (Blind Carbon Copy) Bmecto B CC. Taka HMKO#H OT nosyuarenure
HAMA Jla BHAM aapecure Ha apyrdre nosyuarend. llpuuubara ja ro Winoiassare e e ja
CKpHETE NOJyuaTeMTe €/IMH OT JIPYT, a a I'M Npe/uasure, B ciyyail ye ajpecHara KHUra Hiu
CACKTPOHHATA MOIIA HA HAKOH OT TAX CTaHe JOCThNHA HA cnaMm-00T (HanpuMmep nopaiu
BHpPYCHA HHPEKLMSA HAa KOMITIOTHPA MY ).

13. Tleyanba or norapus: we crte cnevenwin. Crambpure H31043BAT HaN-pPa3IHYHK
NPUMAMJTHBH 3aI/laBusi Ha NHCMATa, 3a Jla HaKapar nojy4arens ja ra oTtBopH. Muoro
norpedUTeNIM HaMCTHHA OTBApAT noaoduu nucma. Jlopu ciejl oTBapsHETO BejHara jaa ro
M3TPHETE, CAMOTO OTBAPSHE HA MUCMOTO OM MOIJIO Jia [OTBBLP/IM, He AJIPECHT ¢ peajieH U BHe
CTE I'0 NOJYYHIIN.

14. Ornuceane or OwIeTHH, 3@ KOWTO HE IOMHUTE Ja crTe ce sanuceainn. Yecro
cpelal MeTojl, M3M0JI3BaH OT CraMbpHTe 338 HAMHPAHE HA AKTHBHHUTE NOUICHCKH QIPECH.
Uanpawa ce GroneTHl ¢ JUHK 3a oTnucBaHe (yx) or nosayyasanero my. Ornucsaiiku ce,
BCHIUIHOCT MOTPEOUTENAT NOTBBLPKIABA. HE W3MON3BA MOIICHCKATA KYTHS. ¢ KOETO BejaHara



BaM3a B cnaM aucTuTe, Bmecto jia ce ornucnare. Gi0KupaiTe nojyyaBaHeTo Ha nucMma ot
TO3H a/Ipec.

15. He orsapsiite nucma, kouto ca (uumnr araxu. Haii-100pusr nauun ja ce
3AIHTHTE OT (PUILMHI ATAKN € KATO HHKOTa HE OTBAPATE QHINMHT ITHCMA, HO HEeCTO € TPY/HO
J1a ce pasnosHae Koe MUeMo e puiuMHr araka. Moxkere 1a ru pasnosHaere no:

® O6puinenuero e "Dear Customer” unn "Dear User”, a ve Bamero ume.

* B nucMoTO nue, ye akayHThT Bu 11e Ob/1e npekpaTeH B CAyYan, ue He OTBbpiUTe
JanHuTe cH Hesabasuo. /Hackopo cnambpuTe H3noa3eaxa nojgoden noxsar koraro Ckaiin ce
cpuna 3a | seu. Pasnpocrpannxa choOuIeHNA, Y€ CKaiill L€ YMCTH HEAKTHBHH AKayHTH K ce
ucKaile Ja ce pasnparu chobuienne Ha none 15 norpebutens. 3a j1a ce JIOKaKe akTHBHOCT./

e UmeitnnT naBa OT akayHT, NPHIMYALLL, HO HE €HAKBB C TO3H, KOHTO H3110/138a
WiBecTHA (UpMa, OpraHu3aums ¥ Ap. AKO He CTe CHIYPHH I/ IIHCMOTO € (PHILIMHI WK HE,
Hait-no0pe ¢ ja He OTBapsTe JMHKOBE, KOHTO ca nyOnMKyBaHH B HEro, a ja HalMILCTe Ha
pbKa ajipeca Ha caiTa, KOHTO BH ¢ HeOOX0MM.

® AKO CT€ NOJIY4HJIM TAKOBA IIHCMO, 3a TIPEANOYMTaHE ¢ jla BI0KHpaTe ajgpeca, 0T KOHTO
e u3npareno. Koraro ro 6iokupare, Bue nasare ykasanus Ha HOWEHCKHAT KIMCHT, Y€ TOBA €
cnaM M He Tpsdsa pa ce npuema. Iloseuero norpeGurenn odbaye NMPoOCTO U3TPUBAT CllamMa H
TOH Npo/bJIKaBa /1a M/1Ba B KyTHSATA.

Hacrosmmure npasmiaa ca paspaGorenu ¢ oriea gopmupane Ha HNOJHTHKH B
ACTCKHTE TrpajMHd H YYHIHINATA, KOHTO Ja OPraHH3HPAT H3NO0J3BAHETO Ha
ofpazoBaTeTHAA MOTEHIHA KAKTO HA KOMNIOTHPHATA Mpeka Ha obpazoBaTesiHaTa
HHCTHTYIHSA, TAKA H HA 17100aHATA MPEXKA, B ChYETAHHE ChC CHCTEMA OT MEPKH 3a
CHIYPHOCT H 6e30macHOCT Ha Aenara ¥ yaenuuare. [lpuiaranero HM Ha NPaKTHKA Ue/IH
NOBHIIABAHETO HA MHGOPMHPAHOCTTA M HTHTAJIHATA FPAMOTHOCT HA oDmHOCTTA OT

JeNa, POXHTEeNH, YIHTE M, AUPEKTOPH | CayRHTe M.

' [NpaBuaara ca chrnacyBann n paspaboTenn U € y4acTHeTo Ha ekciepti o1 o1aen KudepnpecruiHoct™ Kbm
I"nasna aupekums .BopGa ¢ opranuinpanara npecThnHocT” 1 ¢ LlenTbpa 3a He3onaceH HHTEPHET.




